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through a study of Galois properties

Razvan Barbulescu, Joppe W. Bos, Cyril Bouvier,
Thorsten Kleinjung, and Peter L. Montgomery

We prove some divisibility properties of the cardinality of elliptic curve groups
modulo primes. These proofs explain the good behavior of certain parameters
when using Montgomery or Edwards curves in the setting of the elliptic curve
method (ECM) for integer factorization. The ideas behind the proofs help us to
find new infinite families of elliptic curves with good division properties increas-
ing the success probability of ECM.

1. Introduction

The elliptic curve method (ECM) for integer factorization [22] is the asymptotically
fastest known method for finding relatively small factors p of large integers N. In
practice, ECM is used, on the one hand, to factor large integers. For instance, the
2011 ECM record is a 241-bit factor of 2!18! —1 [12]. On the other hand, ECM
is used to factor many small (100- to 200-bit) integers as part of the number field
sieve [26; 21; 4], the most efficient general purpose integer factorization method.
Traditionally, the elliptic curve arithmetic used in ECM is implemented us-
ing Montgomery curves [23] (for example, in the widely used GMP-ECM soft-
ware [35]). Generalizing the work of Euler and Gauss, Edwards [15] introduced a
new normal form for elliptic curves which results in a fast realization of the elliptic
curve group operation in practice. These “Edwards curves” have been generalized
by Bernstein and Lange [9] for use in cryptography. Bernstein et al. [8] explored
the possibility of using these curves in the ECM setting. After Hisil et al. [18]
published a coordinate system which results in the fastest known realization of
MSC2010: primary 14H52; secondary 11Y05.
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curve arithmetic, a follow-up paper by Bernstein et al. [7] discusses the use of the
so-called “a = —1” twisted Edwards curves in ECM.

It is common to construct or search for curves which have favorable properties.
The success of ECM depends on the smoothness of the cardinality of the curve
considered modulo the unknown prime divisor p of N. This usually means con-
structing curves with large torsion group over Q or finding curves such that the
order of the elliptic curve, when considered modulo a family of primes, is always
divisible by an additional factor. Examples are the Suyama construction [32], the
curves proposed by Atkin and Morain [3], a translation of these techniques to Ed-
wards curves [8; 7], and a family of curves suitable for Cunningham numbers [13].

In this paper we study and prove divisibility properties of the cardinality of
elliptic curves over prime fields. We do this by studying properties of Galois groups
of torsion points using Chebotarev’s theorem [24]. Furthermore, we investigate
some elliptic curve parameters for which ECM finds exceptionally many primes in
practice, but which do not fit in any of the known cases of good torsion properties.
We prove this behavior and provide parametrizations for infinite families of elliptic
curves with these properties.

2. Galois properties of torsion points of elliptic curves

In this section we give a systematic way to compute the probability that the order of
a given elliptic curve reduced by an arbitrary prime is divisible by a certain prime
power.

2A. Torsion properties of elliptic curves.

Definition 2.1. Let K be a finite Galois extension of @, let p be a prime, and
let p be a prime ideal of K above p with residue field kp. The decomposition
group Dec(p) of p is the subgroup of Gal(K /@) that stabilizes p. Denote by ¥
the canonical morphism from Dec(p) to Gal(k,/F,) and let ¢, be the Frobenius
automorphism on the field k,. We define

Frobenius(p) = (a(p))_1(¢p).
plp

We say that a set S of primes admits a natural density equal to §, and we write
P(S) =4, if
#(S NII(N))
im ——————
N—oco # H(N )
exists and equals §, where IT(N) is the set of primes up to N. If event(p) is a

property which can be defined for all primes except a finite set, when we write
P(event(p)) we tacitly exclude the primes where event(p) cannot be defined.
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Theorem 2.2 (Chebotarev, [24]). Let K be a finite Galois extension of Q. Let
H C Gal(K/Q) be a conjugacy class. Then

#H
#Gal(K/Q)

Before applying Chebotarev’s theorem to the case of elliptic curves we introduce
some notation. For every elliptic curve E over a field F' and for all integers m > 2,
we let F(E[m]) denote the smallest extension of F' over which all of the geometric
m-torsion points of E are rational. The next result is classical, but we present its
proof for the intuition it brings.

P(Frobenius(p) = H) =

Proposition 2.3. For every integer m > 2 and elliptic curve E over a perfect
field F, the following hold:

(1) F(E[m)])/F is a Galois extension.
(2) There is an injective morphism t,, : Gal(F(E[m])/ F) < Aut(E(F)[m]).

Proof. Since the addition law of E can be expressed by rational functions over F,
there exist polynomials f,, gm € F[X, Y] such that the coordinates of the points
in E(F)[m)] are the solutions of the system ( f;, = 0, gm = 0). Therefore F(E[m])
is the splitting field of Resy ( fn, g€m) and Resy ( f, g€m) and in particular is Galois.
This proves statement (1).

For each o € Gal(F(E[m])/F) we denote by (,,(0) the function that sends
(x,y) € E(F)[m] to (6(x),5(y)). Thanks to the discussion above, i,,(c) sends
points of E(F)[m] to E(F)[m)]. Since the addition law can be expressed by rational
functions over F, for each o we have (,,(0) € Aut(E (F)[m]). One easily checks
that ¢, is a group morphism and its kernel is the identity, proving statement (2). [

Notation. Let E be an elliptic curve over (@ and let m > 2 be an integer. We fix
generators for E(Q)[m], thereby inducing an isomorphism

Vm : Aut(E(Q)[m]) — GLa(Z/mZ).

Let t,, be the injection given by Proposition 2.3, and let p,, : Gal(Q(E[m])/Q) —
GL,(Z/mZ) be the injective morphism Yy, © Ly,.

Let p be a prime such that £ has good reduction at p and p + m. If k is
an extension field of [F,, we write E (k) for the group of k-rational points on the
reduction of £ modulo p. Let L,(,f ) be the injection of Gal(F,(E[m])/Fp) into
Aut(E(F »)[m]) given by Proposition 2.3. By [29, Proposition VII.3.1] there is a
canonical isomorphism r,” from Aut(E(Q)[m]) to Aut(E (F »)[m]) for each prime
ideal p over p.

Remark 2.4. Note that # Gal(Q(E[m])/Q) is bounded by #GL,(Z/mZ). For
every prime 7 we have # GL,(Z/nZ) = (r —1)?(7 + 1)7, and for every integer
k > 1 we have #GL,(Z/7n*t17) = n*#GLy(Z /7% 7).
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Notation. For all g € GL,(Z/mZ) we put Fix(g) = {v € (Z/mZ)? | g(v) = v}.
If C is a conjugacy class of elements of GL»(Z/mZ), we let Fix(C) denote the
isomorphism class of the group Fix(g), for some g € C; this isomorphism class
does not depend on the choice of g. We use analogous notations for the fixed

groups of elements of, and conjugacy classes in, the groups Aut(E (Q)[m]) and
Aut(E(Fp)[m]).

Theorem 2.5. Let E be an elliptic curve over Q and let m > 2 be an integer. Put
K = Q(E[m]). Let T be a subgroup of Z/mZ x Z/mZ. Then:

m Gal(K i ~T
) PG = 7) = HEECKI) | Fxte) =T)

(2) Let a and n be positive integers such that a < n and gcd(a,n) = 1, and let
be a primitive n-th root of unity. Put

Ga = {o € Gal(K(8n)/Q) [ 0(Ln) =}

Then

#0 € Ga | Fix(pm(o|k)) ~ T}
#G, '

P(E([Fp)[m] ~T|p=a modn) =

Proof. Let p + m be a prime for which E has good reduction and let p be a prime
ideal of K over p. Let H denote the set {o € Gal(K/Q) | Fix(t; (o)) >~ T'}. First
note that E (Fp)[m] —FIX(L (d)p)) where ¢, is the Frobenius in Gal(F, (E[m])/Fp).
Since the diagram

Dec(p) —— Gal(Q(E[m])/Q) —Z> Aut(E(D)[m])

a® l (p)

P)
Gal(ky/Fp) —— Gal(Fp(E[m])/Fp) <> Aut(E(F ) [m))

is commutative and since Frobenius(p) C Gal(K/Q) is the conjugacy class gener-
ated by (@®)~1(¢,) we have E(Fp)[m] ~ Fix (i (Frobenius(p))).

Decompose H into a disjoint union of conjugacy classes Ci,...,Cy. Then
Fix (¢ (Frobenius(p))) >~ T if and only if Frobenius(p) is one of the C;. Thanks
to Theorem 2.2 we obtain

N
P(E([Fp)[m] ~T Z P Frobenlus(p) )

i=1

N #H

Z #Gal(K/@) #Gal(K/@)'

i=1

This proves statement (1).
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Using similar arguments, we see that to prove statement (2) we have to evaluate

P(Frobenius(p) e{Cy,....Cy},p=a modn)
P(p =a mod n) ’

Let p be a prime and p a prime ideal as in the first part of the proof, and let 3 be a
prime ideal of K(¢,) lying over p. Furthermore let Ci.....C & be the conjugacy
classes of Gal(K({,)/Q) that are in the preimages of Cy, ..., Cy and whose ele-
ments o satisty 0({,) = ¢7. Since Gal(K({,)/Q) maps , to primitive n-th roots
of unity we have for o € (a®P)~1 (pp) that o(5n) = {,’f for some b. Together with
o(x) = x? mod P this gives 2 = ¢ mod P. If we exclude the finitely many
primes dividing the norms of {5 — 1 forc =1,...,n —1 we obtain b = p mod n.
Since Frobenius(K (&), p), the Frobenius conjugacy class for K(¢;), is the preim-
age of Frobenius(p), the argument above gives

P(Frobenius(p) € {C1,...,Cn}, p =a modn)
= P(Frobenius(K (¢y), p) € {Ci,..., éﬁ})

Considering the denominator P(p = a mod n) similarly completes the proof. [

Remark 2.6. Put K = Q(E[m]). If [K(¢n) : Q(Ln)] = [K : Q] then one has
P(E(F,)[m]~T | p=a modn) = P(E(F,)[m] ~T)
for a coprime to n. Indeed, according to Galois theory,
Gal(K(£n)/Q)/ Gal(K($n)/ K) ~ Gal(K/Q)

through & +— o|g. Since [K({) : Q(&,)] = [K : Q)], we have [K(&,) : K] = ¢(n) and
therefore each element o of Gal(K/Q) extends in exactly one way to an element
of Gal(K(¢,)/Q) which satisfies 0 ({,) = ¢+. Note that for n € {3, 4} the condition
is equivalent to ¢, & K.

The families constructed by Brier and Clavier [13], which were developed to
help factor integers N such that the n-th cyclotomic polynomial has roots modulo
all prime factors of N, modify [K () : Q({,)] by imposing a large torsion subgroup
over Q(¢y).

The following corollary is an important particular case of Theorem 2.5.

Corollary 2.7. Let E be an elliptic curve over Q and let w be a prime number. Put
K = Q(E|x]). Then

#{g € pr(Gal(K/Q)) | det(g —1d) = 0, g # 1d}
#Gal(K/Q) '
1
#Gal(K/Q)"

P(E(Fp)[r] ~Z/nZ) =

P(E(Fp)[n] ~Z/7ZxZ/nZ) =
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T T dl Ptheor(El , T, T) d2 Ptheor(Ez’ T, T)
Pexper(El » T, T) Pexper(E2a T, T)
3 7/3Zx17/3Z 48 L ~0.02083 16 - =0.06250
0.02082 0.06245
3 7/3z 48 29 ~0.4167 16 % =0.2500
0.4165 0.2501
5 Z/57x7/57 480 55 ~0.002083 32 45 =0.03125
0.002091 0.03123
5 7/57 480 12 ~0.2375 32 19=03125
0.2373 0.3125

Table 1. Theoretical and experimental values of P(E, 7, T):= P(E (Fp)[r]~T)
for the elliptic curves E; and E», for several primes 7 and groups 7. The
theoretical values were obtained from Corollary 2.7, and the experimental values
were computed using all primes less than 22°. The columns labeled d; and do
give the degrees of the number fields Q(E1 []) and Q(E2[r]), respectively.

Example 2.8. We compute these probabilities for the curves Eq : y2 = x3 +5x +7
and E; : y?2 = x3 — 11x + 14 and the primes 7 = 3 and 7 = 5. Here E; illus-
trates the generic case, whereas E» has special Galois groups. One checks with
Sage [30] that [QQ(E[3]) : Q] = 48. Since #GL,(Z/37Z) = 48, Proposition 2.3 tells
us that p3(Gal(Q(E1[3])/Q)) = GL»(Z/37). The group GL,(Z/37) contains 20
nonidentity elements having 1 as an eigenvalue. From Corollary 2.7 we find

P(E1(Fp)81=2/32) =33, P(E1(Fp)[31=2/3Zx7/37) = 4.

We used the same method for all the probabilities displayed in Table 1, where we
compare them to experimental values.

Note that the relative difference between theoretical and experimental values
never exceeds 0.4%. It is interesting to observe that reducing the Galois group
does not necessarily increase the probabilities, as it is shown for & = 3.

2B. Effective computations of Q(E [m]) and p,, (Gal(Q(E [m])/Q)) for prime
powers. The main tools we use to compute Q(E[m]) and its Galois group are the
division polynomials, as defined below.

Definition 2.9. Let £ : y2 =x3+4+ax+bbean elliptic curve over () and m > 2
an integer. The m-division polynomial P,, is the monic polynomial whose roots
are the x-coordinates of all the affine m-torsion points of E. We also define P°%
to be the monic polynomial whose roots are the x-coordinates of the affine points
of order exactly m.
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Proposition 2.10. For all m > 2 the polynomials Pp, and Py2% lie in Q[X]. Fur-
thermore, deg(Py) = (m? 4+ 2 —3n)/2, where 1 is the remainder of m modulo 2.

Proof. For a proof we refer to [29, Exercise 1I1.3.7, pp. 105-106]. O

Note that one obtains different division polynomials for other shapes of elliptic
curves (Weierstrass, Montgomery, Edwards, and so on). Nevertheless, the Galois
group Gal(Q(E[m])/Q) is independent of the model of E, and can be computed
with the division polynomials of Definition 2.9 because, in characteristic different
from 2 and 3, every curve can be written in short Weierstrass form.

One can compute Q(E[r]) for any prime 7 > 3 using the following method.

1. Make a first extension of Q through an irreducible factor of P, to obtain a
number field F; where P, has a root o1.

2. Let fo(y) =y — (oz% +aay +b) € Fi[y] and F, be the splitting field of f5.
There is a 7-torsion point My of E defined over F5. In F5, Py has (m —1)/2
trivial roots representing the x coordinates of the multiples of M.

3. Let F3 be the extension of F, defined by an irreducible factor of P, € F>[x]
other than those corresponding to the trivial roots.

4. Let ap be a new root of Py in F3. Let f4(y) = y? — (&3 + aaz + b) € F3[y]
and let F4 be the splitting field of f4. Then Fy4 contains all the r-torsion of E.

The case of prime powers 7% with k > 2 is handled recursively. Having com-
puted Q(E[7%71]), we obtain Q(E[r*]) by repeating the four steps above with
P instead of P, and by defining trivial roots to be the x-coordinates of the
points {P + M, | P € E[x*¥~1]}.

In practice, we observe that in general Py, f>, P,(,FZ) and fy are irreducible,
where P,ng) is P divided by the factors corresponding to the trivial roots. If this
is the case, then using the formula deg(P,) = (72 — 1)/2 from Proposition 2.10,
we find that the absolute degree of Fjy is

72—1 7l—x

2
2 2

By Remark 2.4, # GL,(Z/nZ) is also equal to (7 — 1)2(7r 4 1)7, so in general we
expect pr (Gal(Q(E[r])/Q)) = GLa(Z/nZ). Also, we observed that in general
the degree of the extension Q(E[7*])/Q(E[x*~1]) is n*.

The next theorem shows that the observations above are almost always true. It
is a restatement of items (1) and (6) from the introduction of [27].

2= (-1 + .

Theorem 2.11 (Serre). Let E be an elliptic curve without complex multiplication.

(1) For all primes 1 the sequence of indices

[GL2(Z/7%Z) : prpr (Gal(Q(E[*])/@))]  fork = 1
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is nondecreasing and bounded by a constant depending on E and 1.

(2) For all primes 1 outside a finite set depending on E and for all k > 1,
Pk (Gal(Q(E[7¥])/Q) = GL,(2/7* 2).

Definition 2.12. Put /(E, 7, k) = [GL2(Z/7*Z) : px (Gal(Q(E[7¥])/Q))]. If E
does not admit complex multiplication, we define Serre’s exponent to be the integer

n(E,m)=min{n € Z~o |Vk =>n: I(E,m,k+1)=I(E, 7w, k)}.

In [28] Serre showed that in some cases one can prove that /(E,w, k) = 1
for all positive integers k. Indeed, Serre proved that the surjectivity of p, .« (or
the equivalent equality /(E, w,k) = 1) follows from the surjectivity of p, (or
the equivalent equality /(E, w, 1) = 1) for all rational elliptic curves £ without
complex multiplication and for all primes = > 5. In order to have the same kind
of results for w = 2 (respectively, 7 = 3) one has to suppose that ps, p4 and pg
are surjective (respectively, p3 and pg are surjective).

Serre also conjectured that only a finite number of primes, not depending on the
curve E, can occur in the second point of Theorem 2.11. The current conjecture is
that for all rational elliptic curves without complex multiplication and all primes
w > 37, pr is surjective. Zywina [36] describes an algorithm that computes, for
a given E, the primes 7 for which p; is not surjective; Zywina has checked the
conjecture for all elliptic curves in Magma’s database (currently this covers curves
with conductor at most 140,000). For other recent progress on this conjecture of
Serre, see [11] and [10].

Remark 2.13. One application of Serre’s results is as follows. Experiments show
that if E is an elliptic curve over ) without complex multiplication, then E([F,) is
close to a cyclic group for almost all primes p, regardless of the rank of £ over Q.
For a given bound B, computing

PAn > B |Z/nZxZ/nZ C E(Fp)) (1

goes beyond the scope of this paper. However, if & is a prime such that p, is
surjective, then Corollary 2.7 shows that

1
a(mr 4+ 1)(r —1)%

This suggests that the probability in expression (1) should be O(1/B3).

P(Z/nZxZ]nZ C E(Fp)) =

The method described above allows us to compute Q(E[m]) as an extension
tower. Then it is easy to obtain its absolute degree and a primitive element. Identify-
ing pn (Gal(Q(E[m])/Q)) up to conjugacy is easy when there is only one subgroup
(up to conjugacy) of GL(Z/mZ) with the right order. When this is not the case
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we use fixed generators for E(Q)[m] to check for each g € GL,(Z/mZ) whether g
gives rise to an automorphism on Q(E[m]). In practice, the bottleneck of this
method is the factorization of polynomials with coefficients over number fields.
A faster probabilistic algorithm for computing Gal(Q(E[r])/Q) was proposed
by Sutherland [31]. This algorithm was not known by the authors at the time of
writing and would have helped to accelerate the computation of the examples.

2C. Divisibility by a prime power. 1t is well-known that, for a given prime 7, the
cardinality of a randomly chosen elliptic curve over [, has a larger probability of
being divisible by 7 than a randomly chosen integer of size p (see [22, Proposi-
tion 1.14, p. 660]). In this subsection we shall consider the analogous problem,
where instead of fixing p and varying E, we fix an £/Q and vary p.

Notation. Let 77 be a prime and let i, j, and k be nonnegative integers such that
i <j.Weput

Prilisj) =P(EFp)nF =2/’ 2% 2/77 7).
Let £ < m be integers. When it is defined we write

Pak (€ mli, )
=P(EF) " = 2Z/n'Zx2/7n™Z| E(Fp)n*| = Z/n'Z x2/7 7).

When it is clear from the context, 7 is omitted.

Remark 2.14. Since for every integer m > 0 and every prime p coprime to m we
have E(Fp)[m] C Z/mZ x Z/mZ, it follows that p, x(i, j) = 0 for j > k. In
the case j <k, if pyx({,m | i, ) is defined, it equals 1 if ({,m) = (i, j) and
equals 0 if (€,m) # (i, j). Finally, for j = k, there are only three conditional
probabilities which can be nonzero: p, x(i,k | i, k), ppx(i,k +11]i k), and
Prilk+1.k+1]k k).

Theorem 2.15. Let w be a prime and E an elliptic curve over Q. If k is an in-
teger such that 1(E,n,k + 1) = I[(E, n, k) (for example, if E has no complex
multiplication and k > n(E, 7)), then we have

Pakk+ Lk +1]kk)=1/7*
Pkl k+ 11k k)= —1)(w+1)?*/x*, and
Pk, k+1]ik)y=1/m for0<i<k.

Proof. Let M = (Z/7%7)2. For all g € GL, (M), we consider the set

Lift(g) = {h € GLo(M) | hlxm = g} = {g + 7571 (*5) |a,b,c.d € 2/ 7},
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whose cardinality is 7#. Since I(E, .k + 1) = I(E, 7, k) we have

#Gal(Q(E[7*])/Q)  #GLp(Z/n*7)
#Gal(Q(E[7%+1])/Q) #GLy(Z/7*+127)’

which equals 1/7* by Remark 2.4. So for all g € p .« (Gal(Q(E[7*])/Q)), we
have Lift(g) C p «+1(Gal(Q(E [7¥+1])/Q)). Thanks to Theorem 2.5, the proof
will follow if we count for each g the number of lifts with a given fixed group.

For g =1d € p« (Gal(Q(E[7¥])/Q)), there is only one element of Lift(g)
fixing (Z/7%+17)2, 50 ppp(k + 1,k + 1|k, k) =1/7*

The element g = Id can be lifted in exactly 7% — 1 —#GL,(Z/7Z) ways to an
element in GL,(Z/7k*17) that fixes the ¥ -torsion and a point of order 7¥*1, but
not all the 7%+ 1-torsion. Therefore Prklk, k+ 1k k)=(r—1)(mw+1)*/7*

Every element of GL;(Z/ 7k 7) that fixes a line, but is not the identity, can be
lifted in exactly 3 ways to an element of GL,(Z/ 7k+17) that fixes a line of
(Z/7**17)2. This shows that Pkl k+1]ik)y=n3/n*=1/n. O

The theorem below uses the information on Gal(Q(E [#"(E-™)]) /Q) for a given
prime 7 in order to compute the probabilities of divisibility by any power of .
It also gives a formula for the average m-adic valuation v, of #E([F,), which we
define as

Ur = ) kP(uz(E(Fp)) = k),

k>1
where v, denotes m-adic valuation. We do not claim that v is equal to

1
lim ——
xglgo #I1(x)

Y v HE(Fp)),

p<x
although we expect this to be true.
Notation. Let 7 be a prime. We set y, (h) = 7" Z?:o 7t pn(€,n), and we define

piv1i+1,i+1) itk=2i+1,
0 otherwise

§(k) = {

and

Lk/2]
el =7 (500 + Y- pee(t.k =)

{=h

Theorem 2.16. Let 7w be a prime, let E an elliptic curve over Q, and let n be a
positive integer such that 1(E,m,k) = I(E, m,n) for all k > n (for example, a
curve without complex multiplication and n > n(E, )). Then, for every k > 1,



FINDING ECM-FRIENDLY CURVES VIA GALOIS PROPERTIES 73

P(#E(Fp) = 0 mod 7*)
1 Sk (0) if1<k<n,
=% Yn(k —n—1)+ S (k —n) ifn<k<2n,
Yu () + pu(n,n)n?" L —g4n=1=k p (n.n) if k> 2n.

Furthermore, vy is finite, and we have

n—2 n—1
vn—zzmw z)+—2pnaf D+ Y pitir+ ”f;*fl) Pa(n,).
{=0i=L+1

Proof. Let k be a positive integer. Using Figure 1, one checks that

Lk /2]
PH#E(F,) =0mod¥) = > pr_g(L.k — ) +8(k). 2)
£=0

Letcy = 1/n%, ¢ = (w = 1)(;w + 1)? /7, and c3 = 1 /7. With these notations,
the situation can be illustrated by Figure 1. For j > n and £ < n, the probability
pj (L, j) is the product of the conditional probabilities of the unique path from
(£, j) to (£, n) in the graph of Figure 1 times the probability p,(£,n). For j > n
and ¢ > n, the probability p; (£, j) is the product of the conditional probabilities
of the unique path from (¢, j) to (n,n) in the graph of Figure 1 times the proba-
bility py,(n,n).

There are three cases that are to be treated separately: 1 <k <n,n <k <2n
and k > 2n. For 1 <k <, the result follows from (2). Let us give the computation

ey

. C]_ LC 7(:7
w2 | #E(Fy) / 2 3

n=2 e |l—> 0 —>» 0 -——-—»
22cy €3 C3
. o|l— > o — > @ ——»
1,1 1,2 Cs3 C3 C3

° O o l—> o —» o ——-»
0,0 0,1 0,2(;3 Cs3 “‘C3

Figure 1. The node with coordinates (i, j) represents the event (E ([Fp)[nj ] ~
Z)n'7 x Z)n! Z). The arrows represent the conditional probabilities of
Theorem 2.15.
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in more detail for the case for k > 2n, with k = 2i:

P(#E(Fp) =0 mod 7*')

= 20,20 =0 +8Q2i) =) pai—e(€,2i =)

£=0 £=0
n—1 i—1
=Y P2t (€20 =0+ ) poig(£,2i =) + pii.i)
n—1 ) i—1 ) .
= Z c%‘_l_”pn £,n)+ Z c%’_ﬂ_lczc{_”pn(n, n)+ci " pn(n,n).
£=0 {=n

This leads to the desired formula. The case k > 2n odd and the case n < k <2n
are treated similarly.

To prove the statements about v, we note that P(#E(F,) = 0 mod JTk) is
O(1/7%) as k — oco. Thus, the sum defining v is absolutely convergent, and
we are justified in rearranging terms to find

Ur = Y _ kP(v(#E(Fp) =k) =Y P#E(F,) =0 mod z¥).
k>1 k>1
Substituting in our formulas for the summands in the last expression, we obtain
the formula for v, given in the theorem. O

Example 2.17. Let us compare the theoretical and experimental average valuation
of 1 =2, m = 3 and & = 5 for the curves

Ei: y?=x>4+5x4+7 and Ez: y?>=x>—10875x 4 526250,

which do not admit complex multiplication. (We exclude E; in this example be-
cause it does have complex multiplication.) For E1, we apply Theorem 2.16 with
n = 1 and compute the necessary probabilities with Corollary 2.7 knowing that
the Galois groups are isomorphic to GL,(Z /7 7). For E3, we apply Theorem 2.16
withn =3 for r =2 and n = 1 for ¥ = 3 and & = 5, and compute the necessary
probabilities with Theorem 2.5 (when n = 3) and Corollary 2.7 (when n = 1). The
results are shown in Table 2.

In order to apply Theorem 2.16, one has to show that /(E,w, k) = I[(E, m,n)
forall k >n (orn >n(E, ) since E; and E3 do not have complex multiplication).
For E;, we were able to prove that n(E, ) = 1formr =2, 7 =3, and 7 =5 by
using the remarks at the end of Section 2B. For E3, Andrew Sutherland computed
for us the Galois groups up to the 2°-, 33-, and 5%-torsion. These computations
lead us to believe that n(E3,2) = 3, n(E3,3) =1, and n(E3,5) = 1, but we have
been unable to prove that these values are correct; in particular, this means that the
theoretical probabilities for E3 given in Table 2 are conjectural.
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T n (El s JT) 5Jr,theor n (E3 s JT) ﬁﬂ,lheor
l_)J'[,exper 57r,exper
2 1 5 ~ 1.556 3 895 ~1.554
1.555 1.554
3 1 2F ~0.680 1 2~ 1219
0.679 1.218
5 1 S ~0.302 1 122 ~ 0.807
0.301 0.807

Table 2. Theoretical and experimental values of the average w-adic valuation
of #E1(Fp) and #E3(Fp), for m = 2,3,5. The theoretical values come from
Theorem 2.16, and the experimental values were computed using all primes less
than 22°. The values of n(E3, ) and those of Uy theor for E3 are conjectural.

3. Applications to some families of elliptic curves

As shown in the preceding section, changing the torsion properties is equivalent
to modifying the Galois group. One can view the imposition of rational torsion
points as a way of modifying the Galois group. In this section we change the Galois
group either by splitting the division polynomials or by imposing some equations
that directly modify the Galois group. With these ideas, we find new infinite ECM-
friendly families and we explain the properties of some known curves.

3A. Preliminaries on Montgomery and twisted Edwards curves. Let K be a field
whose characteristic is neither 2 nor 3.

Edwards curves. For a,d € K, with ad(a — d) # 0, the twisted Edwards curve
ax?+y? =1+4dx?y? is denoted by E, 4. The “a = —1” twisted Edwards curves
are denoted by E ;4. In [8] completed twisted Edwards curves are defined by

Eqa={((X:2),(Y:T))eP' xP! |aX?T> +Y?Z* = Z?T? +dX?Y?}.

The completed points are the affine (x, y) embedded into P! x P! by the map
(x,y) = ((x : 1), (¥ : 1)); see [8] for more information. We denote (1 : 0) by oo.

Figure 2 gives an overview of all the 2- and 4-torsion, as well as some of the
8-torsion points, on E a,d» as specified in [8].

Montgomery curves and the Suyama family. Take A, B € K with B(A4%? —4) # 0.
The Montgomery curve By? = x3 + Ax? + x associated to (4, B) is denoted by
M4, p (see [23]) and its completion in P2 by MA’B.

Remark 3.1. Ifa,d, A, B € K are such that d = (A—2)/B anda = (A +2)/B,

then there is a birational map between £, 4 and M A,B given by

((x:2),(y:0) > (C+y)x:(t+y)z:(t—y)x)
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1-torsion

0,1)
2-torsion

(0, -1) (00, /) (00,—/9)
/ \ 4 4+ 4-torsion
(EVa™h0)  (@EvdTho0) (g Tifa +4fe) (&EVa 15,4 if9)

T 1 8-torsion

(xsg, iﬁXg) (56\8, + d_ljc\g_l)

Figure 2. An overview of all 1-, 2-, and 4-torsion and some 8-torsion points
on twisted Edwards curves. The xg and Xg in the 8-torsion points are such that
adxg —2ax§ +1=0and ad)?g —2d)?§ +1=0.

(see [6]). Therefore M A,B and E a,d4 have the same group structure over any field
where they are both defined, and in particular they have the same torsion prop-
erties. Any statement in twisted Edwards language can be easily translated into
Montgomery coordinates and vice versa.

A Montgomery curve for which there exist x3, y3, k, Xo0, Yoo € Q such that
P3(x3) =0, By% = xg’ + Ax% + x3 (3-torsion point),

k:ﬁ K2 x§+Ax§+X3

) = nontorsion point), 3)
Yoo x3, 4+ AxZ + X0 ( point)
Xoo = xg’ (Suyama equation)

is called a Suyama curve. As described in [32; 34], the solutions of (3) can be
parametrized by a rational value denoted o. For all o € @\{O, +1, £3, £5, i%},
the associated Suyama curve has positive rank and a rational point of order 3.

Remark 3.2. In the following, when we say that a twisted Edwards curve E, 4
(or a Montgomery curve M4 g) has good reduction modulo a prime p, we also
suppose that we have v, (a) = vp(d) = vp(a —d) = 0 (respectively, v,(A4 —2) =
Vp(A +2) = vp(B) = 0 for a Montgomery curve). In this case the reduction map
is simply given by reducing the coefficients modulo p. The results below are also
true for primes of good reduction which do not satisfy these conditions, by slightly
modifying the statements and the proofs. Moreover, in ECM, if the conditions are
not satisfied, we immediately find the factor p.

3B. The generic Galois group of a family of curves. In the following, when we
talk about the Galois group of the m-torsion of a family of curves, we mean a group
isomorphic to the Galois group of the m-torsion for all curves of the family except
for a sparse set of curves (which can have a smaller Galois group).
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For example, let us consider the Galois group of the 2-torsion for the family
(€, y2 =x3+rx?+x|r eQ\{£2}}. The Galois group of the 2-torsion of the
curve € : y2 = x3 + Ax? + x over Q(A) is Z/27Z. Hence, for most values of r the
Galois group is Z/2Z and for a sparse set of values the Galois group is the trivial
group. So, we say that the Galois group of the 2-torsion of this family is Z/27.

To our best knowledge, there is no implementation of an algorithm computing
Galois groups of polynomials with coefficients in a function field. Instead we can
compute the Galois group for every curve of the family, so we can guess the Galois
group of the family from a finite number of instantiations. In practice, we took a
dozen random curves in the family; if the Galois groups of the m-torsion for these
curves were all the same, we guessed that it was the Galois group of the m-torsion
of the family of curves.

3C. Study of the 2k -torsion of Montgomery and twisted Edwards curves. The
rational torsion of a Montgomery/twisted Edwards curve is Z/27 but it is known
that 4 divides the order of the curve when reduced modulo any prime p [32]. The
following theorem gives more detail on the 2% -torsion.

Theorem 3.3. Let E = E, 4 be a twisted Edwards curve (respectively, a Mont-
gomery curve My p) over Q. Let p be a prime such that E has good reduction

at p.

(1) Suppose p =3 (mod 4). Ifa/d (respectively, A> — 4) is a quadratic residue
modulo p, then E(F,)[4] ~7/27 x 7/4Z.

(2) Suppose p =1 (mod 4). If a (respectively, (A + 2)/B) is a quadratic residue
modulo p (in particular, if a = +1) and a/d (respectively, A*> —4) is a
quadratic residue modulo p, then 7 /27 x 7 /47 C E(Fp)[4].

(3) Suppose p =1 (mod 4). If a/d (respectively, A*> — 4) is a quadratic non-
residue modulo p and a — d (respectively, B) is a quadratic residue modulo p,
then E(Fp)[8] ~ 7/87.

Proof. Using Remark 3.1, it is enough to prove the results in the Edwards language,
which follow by some calculations using Figure 2. O

Theorem 3.3 suggests that by imposing equations on the parameters ¢ and d
we can improve the torsion properties. The case where a/d is a square has been
studied in [8] for the family of Edwards curves with a = 1 and rational torsion
group Z/27 x Z/8Z, and in [7] for the family with ¢ = —1 and rational torsion
group Z/27 x 7 /47Z. Here we focus on two other equations:

2

dceQ,a=—c (A+2= —Bc¢? for Montgomery curves), €))

JeeQ,a—d=c? (B = ¢? for Montgomery curves). ®))
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The cardinality of the Galois group of the 4-torsion for generic Montgomery
curves is 16; this is reduced to 8 for the family of curves satisfying (4). Using
Theorem 2.5, we can compute the changes of probabilities due to this new Galois
group. For all curves satisfying (4) and all primes p = 1 (mod 4), the probability
of having 7/27 x 7 /27 as the 4-torsion group becomes 0 instead of %; the proba-
bilities of having 7 /27 x 7 /47 and 7 /47 x 7 /47 as the 4-torsion group become %
instead of %.

The Galois group of the 8-torsion of the family of curves satisfying (5) has car-
dinality 128, instead of 256 for generic Montgomery curves. Using Theorem 2.5,
one can see that the probabilities of having an 8-torsion point are improved.

Using Theorem 2.16, one can show that for both families of curves — the family

satisfying (4) and the one satisfying (5) — the probability that the cardinality is
divisible by 8 increases from % to %, and the average valuation of 2 increase from
90 4.
3D. Better twisted Edwards curves with torsion 7 [27 x 7 |47 using division poly-
nomials. In this section we search for curves such that some of the factors of the
division polynomials split; by doing so, we hope to change the Galois groups. As
an example we consider the family of a = —1 twisted Edwards curves E; with
7/27 x 7 /4Z-torsion; these curves are exactly the ones with d = —e* (see [7]).
The technique might be used in any context.
Looking for subfamilies. For a generic d, the polynomial Pg®" splits into three
irreducible factors: two of degree 4 and one of degree 16. If one takes d = —e*,
the polynomial of degree 16 splits into three factors: two of degree 4, called Pg g
and Pg 1, and one of degree 8, called Pg». By trying to force one of these three
polynomials to split, we found four families, as shown in Table 3.

In all these families the generic average valuation of 2 is increased by % —rising
from % up to % — except for the family e = (g —g~!)/2, for which it is increased
by % bringing it to the same valuation as for the family of twisted Edwards curves
with ¢ = 1 and torsion isomorphic to Z/27 x 7 /8Z. Note that these four families
cover all the curves presented in the first three columns of [7, Table 3.1], except

the two curves with e = 28 and e = 1—89, which have a generic Galois group for the

7
8-torsion.

The family e = (g — g~ 1')/2. In this section, we study in more detail the family
e = (g —g~1)/2. Using Theorem 2.5 one can prove that the group order modulo
all primes is divisible by 16. However, we give an alternative proof which is also of
independent interest. We need the following theorem which computes the 8-torsion
points that double to the 4-torsion points (£v—d 1, £V/—d~1).
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Degrees of factors of Avg. 2-adic val. over p that are

Special form of e Pso Pg1 Pgx 1mod4 3 mod4 all p
none 4 4 8 16/3 4 14/3
g 4 4 44 173 4 29/6
(2g2+2¢+1)/(2g+1) 4 4 4,4 17/3 4 29/6
g%/2 2,2 4 8 17/3 4 29/6
(g—ghH)/2 2,2 2,2 8 17/3 5 16/3

Table 3. Averages, over different subsets of primes, of the 2-adic valuation of
#E(Fp), for E in one of several subfamilies of twisted Edwards curves E; with
torsion group isomorphic to Z/2Z x Z/4Z. The subfamilies all have d = —e*,
where e is further specialized according to the entries in the first column. The
second through fourth columns give the degrees of the factors of the polynomi-
als Pg ; defined in the article. The fifth through seventh columns give the average
2-adic valuation of #E(F,) as p ranges through primes that are 1 modulo 4,
primes that are 3 modulo 4, and all primes, respectively.

Theorem 3.4. Let E; be a twisted Edwards curve over Q with d = —e?, where
e=(g—g™ /2 for some g € Q\{—1,0, 1}. Let p >3 be a prime of good reduction.
If t €{l,—1}is such thattg(g — 1)(g + 1) is a quadratic residue modulo p, then
the points (x,y) € E4(Fp) for which there is a w € {1, —1} such that

4rg2—w
y= :I:\/ g and x=+g%y (6)

(g—tw)3(g +1tw)
have order 8, and double to (:I:e_l, te_l).

Proof. For all points (x, y) of order 8, neither x nor y is equal to 0 or co. Following
Theorem 2.10 of [8] we find that a point (x, y) doubles to

(2xy:1+ dx?y?), (x> +y%:1 —dx2y2))
= (@xy :=x*+ ). (x> +y?:2— (x> +y?))).
Let s,t € {1,—1} be such that (x, y) doubles to (se™!,te~1). Then

2xy s x2+ y2 t
—=- and ————-=—.
—x24+y2 e 2—(=x2+4+y2) e
From the first equality we obtain (x/y)? + 2esx/y + e? = 1 + e2. Write e =
(g — g~ 1)/2, so that we obtain (x/y + se)? = ((g + g~ 1)/2)2. It follows that
x/y € {£g,£t1/g}, depending on the sign s and the sign after taking the square
root. This gives x2 = G?y? with G? € {g2, g~ 2}.

From the second equality we obtain (e —¢)x? + (e +1)y? = 2¢, and substituting
x2 = G?y? results in ((e —t)G? + (e +t))y? = 2t. This can be solved for y
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when 2¢((e —t)G? + (e + 1)) is a quadratic residue modulo p. This is equivalent
to checking if either of

_ 1)3

2t((e—1g*+ (e +1)) = at 1)g(g+ 1), (7)
_ 3

2t(e—1) + (e + 1)g?) = e l)éfg ), (3)

is a quadratic residue modulo p. By assumption, tg(g — 1)(g + 1) is a quadratic
residue modulo p. Hence, expressions (7) and (8) are both quadratic residues
modulo p. Solving for y and keeping track of all the signs results in the formulas
in (6). O

Corollary 3.5. Let E = E; be a twisted Edwards curve over Q such that d =
—((g— g™ Y /2)* for some g € @\ {—1,0,1}, and let p > 3 be a prime of good
reduction. Then E(Q) has torsion group isomorphic to 7 /27 x 7 /47, and the
group order of E(Fp) is divisible by 16.

Proof. The proof depends on the congruence class of p modulo 4.

If p =1 (mod 4) then —1 is a quadratic residue modulo p. Hence, the 4-torsion
points (+£i, 0) exist (see Figure 2) and 16 | #E([F,).

If p =3 (mod 4) then —1 is a quadratic nonresidue modulo p. Then exactly
oneof {g(g—1)(g+1),—g(g—1)(g+ 1)} is a quadratic residue modulo p. Using
Theorem 3.4 it follows that the curve E([F,) has rational points of order 8, and

hence 16 | #E([Fp). O

Corollary 3.5 explains the good behavior of the curve with d = —(%)4 and

torsion group isomorphi“c to Z/27 x Z/4Z found in [7]. This parameter can be
77

expressed as d = —(%) =—((g—g1H/2)*forg = % and, therefore, the group
order is divisible by an additional factor of 2.

Corollary 3.6. Let g € Q\ {—1,0,1}, letd = —((g — g~ 1) /2)*, and let p = 1
(mod 4) be a prime of good reduction for the curve E4. If g(g —1)(g+ 1) isa
quadratic residue modulo p, then the group order of E;(Fp) is divisible by 32.

Proof. All 16 of the 4-torsion points are in E4([F,) (see Figure 2). By Theorem 3.4
we have at least one 8-torsion point. Hence, 32 | #E;(Fp). O

We generated different values g € Q by setting g = ;— with 1 <7 < j <200 such
that ged(i, j) = 1. This resulted in 12,231 possible values for g, and Sage [30]
found 614 nontorsion points. As expected, we observed that they behave similarly
to the good curve found in [7].
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Parametrization. In [7] a “generating curve” is specified which parametrizes d and
the coordinates of the nontorsion points. Arithmetic on this generating curve can
be used to generate an infinite family of twisted Edwards curves with torsion group
isomorphic to Z/27Z x Z/4Z and with a nontorsion point. Using ideas from [13]
we found a parametrization that does not involve a generating curve, and hence
requires no curve arithmetic.

Theorem 3.7. Lett € Q\ {0, £1, £3, +1/3} and set

3(12—1) 4 1 9t —21249
e=—-——, d=—€", Xoo=——F5—5, Vo= —fjf—-
8t 4e3 + 3e 9t4—9

Then the twisted Edwards curve —x? + y? = 1 + dx?y? has torsion subgroup
isomorphic to 7 /27 X 7 /47, and (Xso, Yoo) IS @ nontorsion point.

Proof. Since t # 0 and t # £1, we see that e, d, X0 and yoo are nonzero rationals;
further, e # £1 because t # +3 and ¢t # £1/3, so d # —1. Thus, the twisted
Edwards curves E; is nonsingular, and its torsion subgroup is Z/27 x 7 /47 be-
cause d = —e*. A calculation shows that the point (Xs0, Yoo) is on the curve; it is
a nontorsion point because Xxoo ¢ {0, 00,71, —e~1}. O

This rational parametrization allowed us to impose additional conditions on the
parameter e. For the four families, except e = g2 which is treated below, the
parameter e is given by an elliptic curve of rank 0 over ().

Corollary 3.8. Let P = (x, y) be a nontorsion point on the rank-1 elliptic curve
y2 = x3 —36x over Q. Lett = (x 4 6)/(x — 6) and let e be as in Theorem 3.7.
Then the curve E_,a belongs to the family e = g2 and has positive rank over Q.

3E. Better Suyama curves by a direct change of the Galois group. In this sec-
tion we will present two families that change the Galois group of the 4- and 8-
torsion without modifying the factorization pattern of the 4- and 8-division poly-
nomial.

Suyama-11. Kruppa observed in [19] that among the Suyama curves, the one cor-
responding to o = 11 finds exceptionally many primes. Barbulescu [5] extended
this single example to an infinite family which we present in detail here.

Experiments show that the 0 = 11 curve differs from other Suyama curves only
by its probabilities to have a given 2% -torsion group when reduced modulo primes
p = 1 (mod 4). The reason is that the 0 = 11 curve satisfies (4). Section 3C
illustrates the changes in probabilities of the 0 = 11 curve when compared to
curves which do not satisfy (4) and shows that (4) improves the average valuation
of 2 from % to %

We will refer to the set of Suyama curves that satisfy (4) as Suyama-11. When
solving the system formed by Suyama’s system plus (4), we obtain an elliptic
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parametrization for ¢. Given a point (u#, v) on the curve
Eg, : v =u®—u®—120u + 432,

the associated o is obtained as 0 = 5 + 120/(u —24). The group Eq,,(Q) is
generated by the points Poo = (—6, 30), P, = (—12,0), and Q, = (4, 0) of orders
00, 2, and 2, respectively. We exclude 0, £ Pso, P2, O3, P> + Q», and O, £+ P,
which are the points producing invalid values of 0. The points £R, O, £ R
lead to isomorphic curves. Note that the 0 = 11 curve corresponds to the point
(44,280) = Poo + P>.

Edwards 7/67Z: Suyama-11 in disguise. In [7, §5] it is shown that the a = —1
twisted Edwards curves with Z/6Z-torsion over @ are precisely the curves Ey
with
16u3u? —u+1)
(u—1)%u +1)?

d = )
where u is a rational parameter.1 In particular, according to [7, §5.3] one can
translate any Suyama curve into Edwards language and then impose the condition
that —a is a square to obtain curves of the a = —1 type. Finally, [7, §5.5] points
out that this family has exceptional torsion properties.

In order to understand the properties of this family, we translate it back into
Montgomery language using Remark 3.1. Thus, we are interested in Suyama
curves that satisfy the equation A 42 = —Bc? (the Montgomery equivalent for —a
being a square). This is the Suyama-11 family, so its torsion properties were ex-
plained on page 81. These two families have been discovered independently in [5]
and [7].

Suyama-%. In experiments by Zimmermann, new Suyama curves with exceptional
9

torsion properties were discovered, such as o = 7. Further experiments show that
their special properties are related to the 2k _torsion and exclusively concern primes
p =1 (mod 4). Indeed, the 0 = % curve with satisfies (5). Section 3C illustrates
the changes in probabilities of that curve when compared to curves which do not
satisfy (5), and shows that (5) improves the average valuation of 2 from % to 1?1

We refer to the set of Suyama curves satisfying (5) as Suyama-%. When solving
the system formed by Suyama’s system together with (5), we obtain an elliptic

parametrization for ¢. Given a point (u#, v) on the curve
.23
Eooy)y: vo=u”—5u,

the associated o is obtained as o = u. The group Eg,,,(Q) is generated by the
points P = (—1,2) and P> = (0, 0) of orders co and 2, respectively. We exclude

UIn the proof of [7, Theorem 5.1], the fraction corresponding to (9) is missing a minus sign.
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the points 0, + P, P, and P, + P, which produce invalid values of o. If two
points in Eq, ,(Q) differ by P, they correspond to isomorphic curves. The curve

9

. . . . 9 3
associated to o = 7 is obtained from the point (Z’ —§) = [2] Poo.

3F. Comparison. Table 4 gives a summary of all the families discussed in this
article. The theoretical average valuations were computed with Theorem 2.16,
Theorem 2.5, and Corollary 2.7, under some assumptions on Serre’s exponent (see
Example 2.17 for more information).

Note that, when we impose torsion points over (0, the average valuation does
not simply increase by 1, as can be seen in Table 4 for the average valuation of 3.

Family Curve ny U2 theor 13 U3, theor
52,exper v3,exper
Suyama o=12 2 Px3333 1 3~1.688
3.331 1.689
Suyama-11 o=11 2 La3667 1 3~1.688
3.369 1.687

9 9 11 ~ 27 ~
3.364 1.687
7/2x7/4Z e=11 3 Hade67  1* B~ 0.680
(Twisted Edwards E_4) 4.666 0.679

— - _9 16 . 87
e=(g—g™H/2 g=73 3 2a5333 1* S5 ~0.680
5.332 0.679

29 87
e=g? g=3 3 2~4833 1* 2L ~0.680
4.833 0.680

9 29 87
e=g2%/2 g=3 3 2~4833 1* 2L ~0.680
4.831 0.679

2

= —2g2+2gl+1 g=1 3 2~4833 10 2 ~0680
g+ 4.833 0.679

Table 4. Theoretical and experimental values of v, and v3 for sample curves
from the families discussed in this paper. The theoretical values come from
Theorem 2.16, and the experimental values were computed using all primes less
than 22°. The columns labeled 715 and n3 give the values of n(E, 2) and n(E, 3).
The notation n = 1* means that the Galois group is isomorphic to GL,(Z /7 Z).
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4. Conclusion and further work

We have used Galois theory in order to analyze the torsion properties of ellip-
tic curves. We have determined the behavior of generic elliptic curves and ex-
plained the exceptional properties of some known curves (Edwards curves of tor-
sion Z/27 x 7 /47 and 7/67). The new techniques suggested by the theoretical
study have helped us to find infinite families of curves having exceptional torsion
properties. We list some questions which were not addressed in this work:

e How does Serre’s work relate to the independence of the m- and m’-torsion
probabilities for coprime integers m and m’?

e [s there a model predicting the success probability of ECM from the probabil-
ities given in Theorem 2.16?

e Is it possible to effectively use the resolvent method [14] in order to compute
equations which improve the torsion properties?
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