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A new secret-sharing scheme is constructed using elementary tools from different
fields of mathematics. A method is introduced which uses the assignment of
points on a hyperplane, serving as terminal points of vectors which meet an
outlined criterion for linear independence. Submatrices of a Wronskian matrix
are used in the assignment of these points. This method is also generalized to
include a weighted scheme and a multilevel hierarchical model.

1. Introduction

The first secret-sharing schemes were introduced by Shamir [1979] and Blakley
[1979] independently. While Shamir used polynomial interpolation for the basis
of his algorithm, Blakley used the intersection of hyperplanes to describe the
secret-sharing scheme.

A secret-sharing scheme is a scheme where the key d (called the secret) is
distributed by a dealer to a number of participants in such a way that allows only
an authorized subset of participants (called an access group) to discover the secret.
In a fully democratic scheme, n participants each receive a share of the secret and a
threshold level of at least k of them must collaborate to recover it.

Since their inception, both Shamir’s and Blakley’s schemes have inspired other
secret-sharing schemes which take different approaches to solving this problem
or generalize it into more complex access structures. A weighted scheme allows
certain individuals to have as much information as multiple participants. The
number of shares a participant holds is referred to as their weight. A multilevel
hierarchy requires a specific number of individuals to be present at various levels of
a hierarchy, where participants at a higher level may replace those at a lower level
but not vice versa. A dictatorial scheme is a special case of this model, where one or
more participants must be required in all access groups. Different approaches have
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been employed to construct schemes that have these properties or other variants.
For some of the work done in this context we refer the reader to [Benaloh and
Leichter 1990; Beutelspacher and Vedder 1989; Brickell 1989; Charnes et al. 1997;
Dawson and Donovan 1994; Ito et al. 1989; Lai and Ding 2004; Simmons 1990;
1992; Tassa 2007].

In this work, we describe a new approach to construct a secret-sharing scheme
which uses points on a hyperplane as shares of information. Two main general-
izations are explored with this scheme: the weighted scheme and the multilevel
hierarchy. The fully democratic scheme is a special case of each of these models.
Our proposed scheme uses elementary tools from an undergraduate curriculum and
is accessible to readers with a limited technical background.

The rest of the work is organized as follows. In Section 2, we give the necessary
preliminaries needed for our construction. In Section 3 we discuss how the dealer
constructs a hyperplane equation to contain the secret. Section 4 describes how
points may be found which allow for the hyperplane’s equation to be reconstructed.
Section 5 explains how participants would recover the equation of a hyperplane and
discover the secret. Section 6 explains how a weighted scheme is implemented, and
Section 8 explores the multilevel hierarchy. An example follows each generalization.
Finally, Section 10 presents a proof for why a pair of assigned points will never
be collinear with the secret when the threshold level of participants exceeds 2. We
finish the paper with concluding remarks and directions for potential future research
on the topic.

2. Preliminaries

As two distinct points define a unique line in R?, and three distinct points which
are not collinear define a unique plane in R, this method uses the principle that the
terminal points of k distinct, linearly independent vectors define a unique hyperplane
in R¥. Consequently, taking one of these points as a base point, the vectors in the
direction of the remaining k—1 points form k—1 linearly independent vectors which
can be used to find a vector normal to the hyperplane.

A k-dimensional hyperplane is defined as the collection of points in R* satisfying
the equation

arx1 +axxy + - - +agxg = b, (2-1

where the constants a; € R are not all equal to zero and » € R. Each point
(x1, X2, ..., xx) is in R¥. A hyperplane, in general, is an affine space which has one
fewer dimension than the ambient vector space in which it exists. An affine space,
in this context, is a vector subspace which does not necessarily contain the origin
point O. For example, even though three points are required to define a plane in R,
only two linearly independent vectors are needed to define a 2-dimensional affine
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space of R>, which is a plane. If one has the knowledge of a point which lies on
some plane, and two linearly independent vectors parallel to that plane, then one
can define a plane in R? and write its equation. The following vector will be normal
to the hyperplane:

i=la ap - al'. (2-2)

For computational purposes in applications, a hyperplane will be constructed by
the dealer such that ay, . .., a; € Z. Furthermore, the dealer will always set a; = 1.
In executing the scheme, participants will calculate a normal vector N = cii for
some ¢ € R\ {0}. Since a; = 1, they will divide N by its last component ¢ to find 7.

If a point P = (x1, x2,...,Xx) € R¥ satisfies (2-1), it lies on the hyperplane. The
secret d € Z will be associated with the xj-intercept of the hyperplane. If d =0
was never to be used as the secret, the dealer could simply set b = ad, where d is
the xj-intercept directly. However, when d = 0, using this rule causes a problem
when the hyperplane equation is being recovered by the participants. This problem
is explained in Section 4. To allow O as a secret, the dealer can use a bijective
mapping from d € Z to b € Z \ {0}. The following mapping shall be used:

_:md ifd >0,

ad—1) ifd<0o. 2-3)

Therefore, an x;-intercept of —1 implies d = 0. In general, when the participants
find an x-intercept with a negative value, they must add 1 to it to reveal the secret.

In a fully democratic scheme, each of the n participants holds the same level
of information; any participant can be substituted in place of another. In this case,
n distinct points that lie on the hyperplane will be assigned to n individuals, whereby
any collection of k points defines the same hyperplane in R¥, when expressed in the
dealer’s form (a; = 1)

a1xy+axxy+---+ag_i1xk—1 +x =b. 2-4)

3. Constructing a suitable hyperplane

A hyperplane can be generated with random parameters while retaining a fixed x;-
intercept at b/a;. The dealer creates an equation of the form (2-4) with each integer
coefficient a; chosen randomly from the interval (0, max(|d|, n)] for 1 <i < k.
This will generate an askew hyperplane, which has an intercept on each axis. A
normal vector 71 created by the dealer has the form

n=la; az -~ ar_; 1]'. 3-D

The vector 71’ € R¥~! is defined by the first k—1 components of (3-1). Let x ji
denote the j-th coordinate of a point assigned to the i-th participant. By choosing 1



260 WESTON LOUCKS AND BAHATTIN YILDIZ

as the last component of 7, the dealer is then able to calculate x;, according to the
formula
Xig =b —(aixy; +axxo; + - -+ ar-1X—-1y,), (3-2)

and xy, retains the randomness from (3-1). The coordinates xi,, x2,, ..., Xx—1),
will be chosen from an assignment matrix presented in Section 4.

4. Assigning suitable points

If a system of random assignment were used for points on the hyperplane, it
is possible that some collection of k points cannot be used to reconstruct the
hyperplane’s equation. For example, three points chosen randomly on a plane
in R® might be collinear. Therefore, a need arises for a systematic way to create
a rectangular matrix of size (k—1) x n, with kK < n, whereby any collection of
k—1 columns forms a basis for R*~!. This matrix shall be called the assignment
matrix A’. In other words, A’ should be constructed so that all submatrices of
size (k—1) x (k—1) will be nonsingular. Applying (3-2) for each participant is
comparable to appending an extra row to the bottom of the assignment matrix,
creating a matrix of size k x n; then, each column represents an assigned point on
the hyperplane. This matrix shall be called the augmented assignment matrix A.
All k x k submatrices of A must also be nonsingular.
Let Ay, represent the A-th row of A. Using elementary row operations

Aps ta1Ay +a2A2 +a3Aze +- - +ar1Ag—n«=1[b b --- b]. 4-1)

Due to (4-1), A’ cannot have a row of 1s, or equivalently, a scalar multiple of such
a row because all resulting A would be singular. Equation (4-1) also shows why
b = a;d cannot be used when d = 0.

One way to obtain matrices that satisfy the conditions that we want is by the
use of Wronskian matrices arising from differential equations. In other words, A’
can be taken as a submatrix of a certain Wronskian matrix W when det W # 0 can
be guaranteed under certain conditions. In general, when {y;, y2, ..., ¥,} form a
fundamental set of solutions for an ordinary differential equation, the Wronskian
matrix is defined as follows [Krusemeyer 1988]:

R y» o |
d .
dx”! dx>? dx "
W ( o =| & d d’ 4-2)
) ey Yn)\X) = —_— _— —=Vn . -
Y > a2l dx2? dx2”
dn—‘l dn—‘l ‘ dn_'l
ot gt G,
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The first k—1 rows of such a matrix will be used for A”. The chosen input x = xq
in (4-2) must guarantee a nonzero determinant for W and for all square submatrices
coming from its first k—1 rows. Consequently, every subset of size k—1 from
{y1, y2, ..., y»} must be a set of linearly independent solutions to some (k—1)-th
order differential equation which can be evaluated at the same input x.

A special class of differential equations on real-valued functions yields a Wron-
skian matrix which has a nonzero determinant everywhere the functions are defined.
Specifically, this is a property of the fundamental set of solutions to a linear, homo-
geneous differential equation with constant coefficients, or LHCC [Nijenhuis 1980].

An n-th order LHCC can be expressed in the form

ar y d" —1

Y
Cnﬁ—f‘Cn_]m—F'“—FC()y:O. (4-3)

In differential operator notation, D" (y) =d"y/dx", with D being the differential
operator on y with respect to x. The characteristic polynomial form is created
by substituting a real-valued variable to the n-th power, r”, in place of D"(y).
Consequently, for each distinct real root r; with 1 <i <n, we know y; =¢""* is a
fundamental solution for (4-3). Without constraint on the real-valued coefficients
c1, €2, ..., Cy it is possible to construct such a polynomial with exactly n real,
distinct roots ry, 1, . . ., . Specifically, a differential equation can be written in
operator notation as

[D —riI[D —=r]l---1[D —ry](y) =0. (4-4)

It is always possible for an n-th order LHCC to have n linearly independent
solutions y; = e"*, y, = €%, ..., y, = €’ because it is always possible to
construct (4-4) for any value of n. Note that the coefficients ¢; would not be chosen
by the dealer, but rather the roots r; would be chosen. The coefficients in (4-3)
may be calculated using elementary symmetric polynomials, but for the purposes of
secret-sharing it is sufficient to note that (4-4) can be created for any collection of
n real, distinct roots.

The Wronskian matrix from these functions at x = 0 results in the Vandermonde
matrix [P6lya 1922]:

1 1 1
r r I'p
"X X FaX | 2 2 . 2
W', e, ...,em)0)=| T 2 no |- (4-5)
n—1 n—1 n—1
| 7 r ry
The determinant of this matrix is nonzero whenever ry, 17, ..., r, are distinct

values [Rushanan 1989]. Evaluating W resulting from (4-4) at xo # 0 produces
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a matrix which will be equivalent to (4-5) after multiplying a scalar of e~ "%
to the i-th column, where 1 < i < n [Pdélya 1922]. The Vandermonde matrix
is an underlying feature of Shamir’s scheme [1979], but appears as a result of
polynomial interpolation rather than a Wronskian matrix [Lai and Ding 2004]. The
connection between the Vandermonde matrix and the Wronskian matrix for LHCCs
is noteworthy as a starting point for the results in this work. However, LHCCs on
their own are not practicable for this scheme. Evaluation at xy = O results in a row
of 1s, which is problematic when the augmented assignment matrix A is created;
A will be singular. Evaluation at xo € Z \ {0} yields entries which are not integers
when r; € Z . Integer entries are preferable for computing applications.

These issues can be resolved by using Cauchy—Euler differential equations
instead of LHCCs. The form of these differential equations is related to that of
LHCC:s, using a change of variables x = In(¢) for ¢ > 0 [Zill and Cullen 2006]:

n n—1
cpt” % +epgt" ! C(ilt"f

For each distinct real root r of a Cauchy—Euler differential equation, y(t) ="
is a solution. Each term of (4-6) can be computed for 0 < j < n [Zill and Cullen
2006]:

4+ 4coy=0. (4-6)

d/
cjﬂwy.=c,-r(r—1)(r—2)..-<r—j+1)ﬂ. 4-7)

After applying (4-7) to each term in (4-6), t" may be factored out. This leaves a
polynomial in r, with each term having c; as a leading coefficient. Since the dealer
can calculate the values of each ¢; from any chosen set of real, distinct roots r;,
some polynomial of degree n can always exist with » distinct roots. The dealer can
construct a polynomial equation

(r=r)(r—ry)---(r—ry) =0.

Expanding this using elementary symmetric polynomials would reveal exactly
what ¢; values are necessary to achieve the desired roots. However, since such
a polynomial can always exist in theory, the dealer would simply assume that a
Cauchy-Euler differential equation exists with the desired roots, without explicitly
calculating c; values.

Let F be defined as the fundamental set of solutions to (4-6). Then, the following
property holds regarding its Wronskian determinant [Zill and Cullen 2006]:

det W(F)(1) #0 < 1€ (0,400).

For this secret-sharing scheme, the dealer will use the Wronskian matrix W of F
with distinct ; € Z. Any resulting (k—1) x (k—1) submatrix taken from the first
k—1 rows, evaluated at 9 € (0, +-00), will be nonsingular because the first row will
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constitute a fundamental set of solutions for some (k—1)-th order Cauchy—Euler
differential equation. As a convention for standardizing point assignment, W will
be evaluated at fy = 2, although any 7y € Z \ {1} could be considered.

When each root r; is distinct, the first k—1 rows of W lead to

t"l t”z e trn
i r1 i r R i n
aa i’
d? d? d?
A=| Som S, L. | 4-8
®) dt? dt? dt? (4-8)
ﬁt”l dk—Z trz e dk_2 trn
| dtk=2"  drk-2 dtk=2"

Since the dealer chooses each r; € Z, the permutation function P(n, j) =
n!/(n — j)! may be utilized in the calculation of (4-8). For all #", with r € Z, such
that j <r,

d’ p o)
Wt = P(n, _])t .
When j > r,

d’

—t"=0.

When each r; is relatively small, many entries of (4-8) will be zero. However,
determinants of (k—1) x (k—1) submatrices taken from the first k—1 rows will
remain nonzero where #y > 0. In particular, a submatrix populated by a maximal
amount of zero entries would present a worst-case scenario. It would result from
the solution set Fy = {1,¢,2,...,¢""'}. One might ask if det W (Fp)(tp) # O.

From (4-2) the n-th row of W is populated by the (n—1)-th order derivatives.
Specifically, this row would include

dn—l

dtn—_lt”_1=P(n—1,n—1)=(n—1)!.

W (Fy)(t) is upper-triangular,

1 x 2 ... 1 |
012 - P(n—1, D" 2

W(F)#)=|00 2 --- P(n—1,2)t"73 |, (4-9)
(00 0 -+ P(n—1,n-1) |

and
det W(Fp)(z) =01112!---(n—1)!. (4-10)
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In practice, the points generated by (4-9) would not be used in this secret-sharing
scheme; it represents a theoretical scenario. Furthermore, if 1 € F then d = 1 could
never be used as it would give the secret directly to a participant. A systematic
method of assigning each r; using prime numbers, presented in Section 6, will be
used instead. This method will be more advantageous for a weighted scheme and
can be applied to the multilevel hierarchy as well.

4.1. Submatrices of A are nonsingular when constructed from Cauchy-Euler
differential equations. Using the Wronskian matrix of Cauchy—Euler differential
equations with distinct, real roots, all (k—1) x (k—1) submatrices of A’(r) with
t € Z4 \ {1} will be nonsingular. However, it is not immediately obvious that
all k x k submatrices of A will be nonsingular after the extra row is appended
using (3-2). Each entry in this row xi, will follow the formula

d d“?
X, =b— <a1tri +azzl‘r’ + - Fag— 252 tr’). 4-11)

Therefore, A(t) can be written as

[rl tfz . lr"
d d d
_t"l _["2 e _trn
dt dt dt
A@) = : : . E (4-12)

k— k— k—

d 2[71 d 2tr2 d 2lr"

dtk—z dtk—z dtk_2

I Xy T X

We will show that any k£ x k submatrix of A(¢) is nonsingular when evaluated

attp € Z4 \ {1}. Without loss of generality, define the submatrix Ay by the first

k columns of (4-12). We will apply elementary row operations on Ay to arrive at a

new matrix M. If we can prove that det M # 0, then we can infer that A; will be

nonsingular. We will use the notation Ay ~ B to indicate that the matrix B comes

from using elementary row operations on Ay, and thus the matrices have equal rank.
Apply (4-1), and then multiply the k-th row by 1/b to get

t’l ["2 ... t’”k
dy d, o odgy
dtt dtt dtt
Ap ~ : : : ) (4-13)
Lfﬂ”l dk__z t”z e dk__2 t”k
dtk 2 dtk 2 dtk 2
1 1 1]
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Swap rows until [1 1 --- 1] is the first row, and all following rows appear in their
original order:
1 1 e 1 7]
" 1" . thk
itrl itrz itrk
Ay~ B = dt dt dt . (4-14)
dk—Z o dk—2 o dk—Z i
Ldik=2" drh=2 dek=2"

Perform the following row operations, where Bp; represents the entry of B on the
h-th row, i-th column, and By, represents the /-th row of B:

Bisx — (Br1) Bix« = B,
Bi—1)x — (B=1)1) B1x = B—1)%,

Bay — (B21) Bisx — Bas.
Then Ay ~ B ~ M, where

1 1 1 1
0 2 —¢" 73— the—¢"
d d d d d d
0 — " — " — Tk — — "1
M= dt  dt dt dt dt'  dt (4-15)
dk—2 . dk—z dk—z . dk—z . dk—2 ' dk—z
0 r__ 1" r3__ oL Tk 1"
L dtk—z dtk—Z dtk—Z dtk—z dtk—Z dtk—z
Observe that
t"2—t" 13— te—g"
itrz_it’l itr3_itrl itrk_itfl
det M=det dt . dt dt . dt . dt . dt . (4-16)
k—2 ' k—2 k—2 ' k—2 . k—2 - k—2
d 2 — d 1" d r d oL d Tk d 1"

dtk—2 dk—2 dik=2" " g2
Let 8; fori € {1, 2, ..., k} represent constant coefficients. Consider a Cauchy—
Euler differential equation whose solution is

y(O) = Po(t? =1") + B3t —1") Ao 4 (0 = 1)
=—BatBs+- -+ Bt + Pt + B3t + -+ Bt .
This is a solution to a Cauchy—FEuler differential equation where

cr=—(c2+c3+-- -+ ).
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We may then consider (4-16) as a Wronskian determinant for a set of solutions
{t72 — " B — ", L., ™" — ¢}, which are linearly independent, since all the r;
are distinct. Therefore, det M # 0 when fy € Z4 \ {1} and hence Ay is nonsingular.

5. Recovering the secret

When k points on a hyperplane are known, one point is chosen to be the base
point, Pg. Then k—1 vectors Uy, Uy, ..., Ux_1 are calculated using Pp as the initial
point and each of the remaining k—1 points as terminal points. Once k—1 vectors are
known, the participants will find the generalized cross product )\ of these linearly
independent vectors, resulting in a normal vector N. Here, é; € R represents a unit
basis vector with k components having 1 as the i-th component and O elsewhere:

N=A\®@.....01)=det : . (5-1)
l_jk—l

A

€1 ey -+ e

N is parallel to 7, given in (3-1). To find 7, the participants divide N by its
last component. Next, Py is considered as a row vector Pg. The equation of the
hyperplane can be found:

[x; Xy -~ xi]7i = Pgii. (5-2)

Evaluating the products reveals (2-4). Finally, the participants set x, = x3 =
--- = x; = 0 and solve the resulting equation for x; =d.

6. The weighted scheme

Instead of assigning each participant a single point, one could also assign a line,
plane, or m-dimensional affine space that lies on the hyperplane in R¥ with m < k—1.
For example, someone who knows the equation of a line on the hyperplane has
twice as much information as someone who only has a point. Generalizing this
notion, the knowledge of an m-dimensional affine space is equivalent to knowing
m+1 points that lie on the hyperplane. A point is regarded as a 0-dimensional
affine space. These pieces of d, called shadows, [Ito et al. 1989] can be thought of
in terms of geometric representations such as lines or affine spaces, but in practice
will be assigned as a set S of points. The number of points in S is referred to as the
weight of the shadow. Points that are already assigned cannot be reused.

In the weighted scheme, n does not represent the number of people involved,
but rather the total weight of all assigned shadows, while k represents the threshold
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sum of weights needed to recover the secret. The case where every participant has
only a weight-1 shadow is equivalent to the fully democratic scheme.

Without a defined system of organizing the points, issues may arise as new
participants are added to the weighted scheme. For example, it would be difficult to
know whether an arbitrary point P; can be assigned to a new participant, or whether
that point exists in S for an existing participant. Each person must have an infinite
set of points on reserve, sharing a property unique to that person, so that those
points will never be assigned to a different participant.

S; will denote a shadow for the i-th participant. P; ; refers to the j-th point given
to the i-th participant, f; ; refers to the solution of a Cauchy—Euler differential
equation used to generate P; ;, and p; denotes the i-th prime number. A shadow of
weight m+-1 is defined as

Si={Pi1, Pi2,.... Pim1}, 1=<i=nm+1<k,
; 1)
fij =1, l<j<m+1.

This will allow each participant to have a reserve of points that can be used as
shadows for that participant only.

7. Weighted scheme example

Suppose six people with a total shadow weight of n = 10 are given partial informa-
tion, and a total shadow weight of k = 5, or greater, is needed to recover the secret
d=09.
The dealer chooses k — 1 = 4 random integers from (0, 10]: 6, 7, 7, 4. This is
used to construct (3-1).
n=1[67741]".

The dealer calculates a;d = 6 -9 = 54. An equation of form (2-4) is created:
6x1 + Txy + Tx3 4+ 4x4 + x5 = 54. (7-1)

Next, the dealer must create n = 10 vectors in R¥~! = R* such that any set of
four vectors is guaranteed to be linearly independent. For this task, a Wronskian
matrix of a tenth order Cauchy—Euler differential equation is used.

Suppose there are six people entrusted to hold partial information about the
secret: Alice, Bob, Carlos, David, Elif, and Fahad. Furthermore, suppose Alice has
a shadow of weight 3 (a 2-dimensional affine space). Bob and Carlos both have
shadows of weight 2 (a line), while David, Elif, and Fahad each have shadows of
weight 1 (a point). To stay organized and identify which point belongs to whom,
(6-1) is applied:

f1,1=tz, f1,2=l4, f1,3=tg, f2,1=f3, f2,2=tg,

(7-2)
2 7 1 1
fa=t, fa=t2, fii=t, foa=t", fo1=1t".
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The dealer considers the fundamental set of solutions F listed in (7-2). The
Wronskian matrix is given by

2 A 8B 9 S /25 13
2t 413 8¢ 312 9% 54 25124 ... 13¢12

W(F)(t)=| 2 12¢2 56t 6t 72¢7 2063 600t ... 156t | (7-3)

0 0 0 0 9 0 PQ259% ... P(13,9

The first four rows of (7-3) are evaluated at r = 2 to get the 4 x 10 submatrix
416 256 8 512 32 2% 128 2048 8192

L |432 1024 12 2304 80 25-2% 448 11.210 13.20

A=
2 48 3584 12 9216 160 600-2% 1344 110-2° 156-2'"
0 48 336-2° 6 504-2° 240 P(25,3)2% 3360 990-2% P(13,3)2"

. (7-4)

Next, the dealer determines the x5-value that will be associated with each column
of (7-4) using (3-2). The points are then assigned as follows.

Alice:
P1=4,4,2,0,54—(4-6—-4-7-2.7-0-4)) = (4,4,2,0, —12),
P12=1(16,32,48,48,54—(16-6—32-7—48-7—48-4)) = (16, 32,48, 48, —794),
P13 =1(256,1024,3584, 336-2°, —76746).

Bob:
P1=(8,12,12,6,54—-(8-6—-12-7T—-12-7—-6-4)) = (8, 12, 12,6, —186),
P>y =(512,2304,9216, 504 - 26, —212682).

Carlos:

P31 = (32, 80, 160, 240, —2778),

P3p = (2%°,25.2%%,600- 2%, P(25,3)2%, —269895073738).
David:

Py = (128,448, 1344, 99028 —1027018).
Elif:
Ps = (2048, 11-2'°110-2%,990- 28, —1499082).

Fahad:

Ps = (8192, 13-2'2 1562, P(13,3)2!°, —9686986).

Suppose that Alice, David, and Elif must collaborate to recover the secret. Their
total shadow weight 34141 =k is large enough to do so. The participants choose
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a base point, such as Alice’s point P; ;. Vectors are expressed starting from this
point:

—_—

P11 Pio= Po— P11 =(12,28, 46,48, —782),

—_—

Py 1 P13=P13— P11 =(252,1020, 3582, 10752, —76734),

—_—

Py 1Py = Py — P11 = (124,444, 1342, 253440, —1027006),

—_—

Py 1 P51 = Ps;— P11 = (2044, 11260, 56318, 253440, —1499070).

The participants then use (5-1):

12 28 46 48 —782
52 1020 3582 10752 —76734
N =det| 124 444 1342 253440 —1027006 | . (7-5)
2044 11260 56318 253440 —1499070
e ér é3 é4 és
Thus,
—71428262068224 6
—83332972412928 7
N = | —83332972412928 | = —11904710344704 | 7 (7-6)
—47618841378816 4
—11904710344704 1

After dividing by —11904710344704, the participants recover 7. 133 represents
the row vector with the components of the base point P; ;. Then, the participants
apply (5-2) to find (7-1). They find the x;-intercept by letting x, = x3 = x4 =x5 =0,
which implies 6x; = 54. Finally, they discover the secret x; = 9.

8. The multilevel hierarchy

Some organizations may wish to use a hierarchy of participants that require a
specified number individuals from various levels of the hierarchy to be present.
For example, consider a military organization which is structured so that private
officers have the lowest level of security clearance, corporals are one level above
private officers, sergeants are one level above corporals, and so on to the top security
level. Suppose further that there is a military secret which can be recovered by
k participants, from which at least o; must be corporals, o, must be sergeants, and in
general at least o; participants must be j levels above private officers. Additionally,
someone at a higher level may substitute for someone lower on the hierarchy. For
instance, a corporal may take the place of a private officer if needed and a sergeant
may take the place of a corporal or a private officer. This model is equivalent to
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the fully democratic scheme if there is only one security level, treated as the top
security level, requiring k participants to be present. This secret-sharing scheme
may accommodate the multilevel hierarchy by making several modifications.

Firstly, instead of assigning a point to each individual on the lowest level of the
hierarchy, each of these participants will instead receive a distinct vector parallel to
the hyperplane. Then, each participant above the lowest level will be assigned a
point on the lowest level’s hyperplane, as well as a distinct vector parallel to it. In
this way, higher level participants must be present to recover (2-4); without them, a
group of private officers at best can find 7 but not a;d. As far as that group knows
the hyperplane could pass through the origin; based on this information alone, d is
as likely to be O as it is any other value.

Secondly, it requires secrets to be nested; for any participant who is assigned a
point on a hyperplane, its last coordinate is kept secret (with the exception of the
top security level). An unknown last coordinate becomes the secret x;-intercept of a
different hyperplane associated with the next higher security level. Each hyperplane
will exist in a different vector space associated with each level of the hierarchy.
Since each hyperplane can have only one x;-intercept, a point with an unknown
coordinate must be shared; it must be the same point for each participant who
receives it. Any participant below the top security level is assigned a distinct
vector parallel to the hyperplane associated with their level, instead of a point on it.
Participants above the lowest level are assigned a point accompanied by a vector
on all the hyperplanes associated with security levels below them. Finally, each
participant at the top security level would know all coordinates of a distinct point
that lies on their hyperplane; assignment of shares on the top level works as it does
for the fully democratic scheme with respect to participants at the top level.

Recovering the secret begins on the top level. Once a hyperplane equation in
each level is solved for its x-intercept, it reveals the unknown coordinate of a point
one level below to be solved, until eventually the hyperplane equation on the lowest
level can be recovered. Finding the x;-intercept of that hyperplane reveals d.

As a consequence of the shared point, hyperplanes created by the dealer (with
the exception of that at the top level) must have one more dimension than the
number of participants in that access group. For example, consider the case where
three participants are required, one of which must be a corporal. Then, two private
officers hold distinct vectors parallel to their hyperplane, along with one corporal
who holds a point on this hyperplane and his own distinct vector parallel to it. This
describes a hyperplane defined by three vectors along with one point. However,
in R3 only two vectors along with one point are needed to recover the hyperplane.
Therefore, the dealer should instead create a hyperplane in R* at the lowest level to
accommodate the three participants. To generalize this, suppose k participants are
required and the highest level in the hierarchy is T levels above the lowest. Let H;
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denote the hyperplane j security levels above the lowest level, with Hy denoting
the hyperplane at the lowest level:

HO c Rk-ﬁ-l’ Hl e Ra1+a2+(¥3+~"+(¥T+l’ . HT—] e R(XT71+(¥T+1’ HT e RYT,

A shared point will lie on Hy, Hy, ..., Hr_; respectively. Since a point P;
generated by ¢ is associated with the i-th participant, the shared points should
be of a different form. It is sufficient to use the solution f(¢) = to generate each
shared point.

By dp; we denote the secret x;-intercept on hyperplane H; (the overall secret is
d =dp,). The dealer can convert any point P; to a vector v; parallel to a hyperplane
by using the point (0, 0, ..., a1dpy;) as the initial point for v;:

1_51- :P,'—(O, 0,...,a1de). (8'1)

Let the i-th column of A’ be denoted by A;. Subtracting a;dp; from (3-2) we get

xi, —ardy, = (ardy, — (A) i) —ardy, = —(AL) .
Therefore,
D v Aoy d oy d i Ty !
viz[ﬂ’ Etl’ th dtk—ltp —(A) n’] ) (8-2)

9. Multilevel hierarchy example

A secret d = 331 is shared with n = 8 people, such that k = 6 participants must
collaborate to recover the secret. Furthermore, among these six participants there
must be at least «; = 3 corporals and oy = 2 sergeants at the top security level.
The remaining participant may be a private officer at the lowest security level.
Suppose the eight people are ranked as follows, with their respective Cauchy—Euler
solutions in parentheses: Private Alice (%), Private Bob (%), Corporal Carlos (),
Corporal David (1), Corporal Elif (t'), Sergeant Fahad (t'3), Sergeant Garret
(t'7), Sergeant Hanna (¢'9).

The dealer considers three vector spaces, one for each security level, which will
each contain a single hyperplane Hy, H;, H; respectively:

HO e Rk+l — R7, Hl e Ra1+a2+l — RG, H2 c Raz — RZ.

In constructing Hy € R, the dealer randomly chooses 7 — 1 = 6 integers from
(0,331]: 256, 154, 306, 207, 111, 151. By 7y, we denote the normal vector for Hj.
Then

H/HO =[256 154 306 207 111 151]7,

np, =[256 154 306 207 111 151 11"
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After calculating a;d = 256 - 331 = 84736, the dealer writes the equation for Hy:
256x1 + 154x3 4+ 306x3 4+ 207x4 + 111x5 + 151x6 4+ x7 = 84736. 9-1)

There are eight to receive information, along with an additional shared point
generated by f(¢) =t, so the dealer uses a Wronskian matrix of size 9 x 9. However,
only the first 7 — 1 = 6 rows will be used for Hy, the first 6 — 1 = 5 rows for Hj,
and the first 2 — 1 = 1 row for H,. The last column will be used for a shared
point by the higher-level participants on Hy and H;. Each of the other columns
corresponds with a distinct participant, generated by their Cauchy—Euler solution
and its derivatives:

(2 B3 P 7 . 119 t]
2t 3t2 5t S ... 19 1

W(F)(t)= |2 6r 206 42¢> ... 342¢17 0], (9-2)
(00 0 0 - P19,8):"? 0

W (F)(2) is evaluated, and the first 7— 1 = 6 rows define the assignment matrix A’:

4 8 32 128 ... 219 2]
412 80 448 ... 19.218 1
A =12 12 160 1344 ... 342.217 o], (9-3)

[0 0 5! 10080 --- P(19,5)-2' 0]

Using the last column of A’, each of the corporals and sergeants knows a point
lies on Hy of the form (2,1,0,0,0,0,dg,). The private officers have no knowledge
about Hj. Applying (8-2), the dealer determines a vector v;, g, parallel to Hy, which
is assigned to the i-th participant:

Ulh, = (4,4,2,0,0,0, —A iy )
=(4,4,2,...,—(4-2564+4-1544+2-3064+0-2074+0-11140-151))

—(4,4,2,0,0,0, —2252),
Uo.m = (8,12,12,6,0,0, — A5, ) = (8, 12,12,6,0,0, —8810),

*

U311, = (32, 80, 160,240, 240, 120, — A%’ )

*

= (32, 80, 160, 240, 240, 120, —163912),
U1, = (128,448, 1344, 3360, 6720, 10080, —3476544),
vs g, = (211, 11:219,110-2%,990-28,7920.27, 55440.25, —720254464),
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ve.n, = (213, P(13, 1)2'%, P(13,2)2", P(13,3)2'°,
P(13,4)2°, P(13,5)28, —7417067520),

U714, = (217, P(17,1)2!°, P(17,2)2"°, P(17,3)2",
P(17,4)2"3, P(17,5)2'%, —527980036096),

g, = (219, P(19, )28, P(19,2)2"7, P (19, 3)2'°,
P(19,4)2"%, P(19,5)2'%, —3883940315136).

The dealer creates an equation for H; € R® and calculates vectors parallel to
this hyperplane in a similar manner. Each corporal and sergeant will be assigned a
vector parallel to H;. This hyperplane will have dg, as its x;-intercept.

The point (2, 1,0, 0,0, 0, dg,) lies on Hy. The dealer uses this fact to calculate
its value:

dp, = 84736 — (256 -24154-1+306-0+207-0+111-04 151 - 0) = 84070.

By 714, we denote the normal vector for H;. The dealer chooses 6—1 =35 random
integers from (0,331] for its first five components, using 1 as its last component:

nHl [86 237 156 158 72]T,
=[86 237 156 158 72 1]".

After calculating a;dy, = 86-84070="7230020, the equation for H; can be written as
86x1 + 237xy 4+ 156x3 + 158x4 + 72x5 + x5 = 7230020. (9-4)

Let A” be defined by the first five rows of A’, given in (9-3). The dealer uses fz/Hl
and A” to determine vectors parallel to H; by applying (8-2). From the last column
of A”, each sergeant knows a point lies on H; of the form (2, 1,0, 0, 0, dg,). The
corporals have no knowledge about H,. Vectors v; g, parallel to H; are assigned to
each corporal and sergeant:

Us,u, = (32, 80, 160, 240, 240, — AT 71, )
= (32,80, ..., —(32-86+80-237+160-156+240-158+-240-72)),
= (32,80, 160, 240,240, —101872),

Uy, = (128,448, 1344, 3360, 6720, — A} { 71y, )
= (128,448, 1344, 3360, 6720, —1341568),

vs g, = (21, 11219, 110-2°,990-2%, 7920-27, —124665856),
ve.m, = (213, P(13, )22, P(13,2)2", P(13,3)2!° P(13,4)2°, —973385728),
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v7.g, = (27, P(17, D216, P(17,2)2'%, P(17,3)2", P(17,4)2'3, —45918257152),
vs i, = (212, P(19, 1)2'8, P(19,2)2", P(19,3)2', P(19,4)2'5, —287891783680).

The dealer creates an equation for H, € R? and calculates points on this top-
security-level hyperplane. Each sergeant will be assigned a point on Hj.

The point (2, 1, 0,0, 0, dg,) lies on H;. The dealer uses this fact to calculate its
value:

dg, = 7230020 — (86-2+4237-14156-04158 -0+ 72-0) = 7229611.

The dealer chooses 2 — 1 = 1 random integers from (0,331]:

- 33
I’lH2 [33] nH2=|:1i|.
After calculating a1dg, = 33 - 7229611 = 238577163, the equation for H, can be
written as

33x; 4+ xo = 238577163. (9-5)

The x1-value for each sergeant comes from each of their respective entries on the
first row of A”. These values, along with (9-5), are used to determine their respective
xp-values. Points P; y, are assigned to each sergeant:

Ps 1, = (213,238577163 — 33 . 21%) = (213, 238306827),
Py, = (2Y7,238577163 — 33 - 217) = (217, 234251787),
Py, = (21%,238577163 — 33 .21%) = (219, 221275659).

Suppose Private Bob, Corporal Carlos, Corporal David, Corporal Elif, Sergeant
Fahad, and Sergeant Garret must recover the secret d = 331. These participants
meet the necessary conditions, in number and security level, to recover it.

First the two sergeants collaborate to find dy,. They start by finding a vector:

_
Ps. 1, P1.1, = P71, — Pe. i, = (122880, —4055040).
They calculate a normal vector N u, for Hy:

122880 —4055040

NH2 =det [ 5 5 ] 4055040¢; +122880¢, = 122880 [33] (9-6)
1 2

Dividing by 122880 reveals 71 y,. The sergeants define 133 as a row vector whose

components are those of Pg p,, the base point of Ps g, P7, u,. Then, using (5-2)

they find the equation of H; (9-5). They find the x;-intercept of H;, which reveals

dp, =7229611. Now they know Py, = (2, 1,0, 0,0, 7229611) lies on H;.
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Using their two vectors on Hj, they collaborate with the three corporals to
consider five vectors parallel to Hy: U3 g, Ua.p,, Us. 1, V6.H,» U7.1,- They apply
(5-1) to calculate Ny, :

U3, H,
Ua, H,
ﬁyl = det ES’HI
V6, H;
U7,H,
81 &y &3 &4 b5 &
[10039064001364120043520 | [ 86 |
27665792654922051747840 237
18210395165265147985920 156
= | 18443861769948034498560 | — 116733302341443256320 | 5
8404797768583914455040 72
116733302341443256320 1

Dividing by 116733302341443256320 reveals 71 g,. Then, the sergeants and corpo-

rals collectively define Py as a row vector with the components of Py, and apply

(5-2) to discover the equation for H; (9-4). Solving for its x;-intercept reveals

dp, = 84070. They now know that Py, = (2,1, 0,0, 0, 0, 84070) lies on Hj.
They collaborate with Private Bob to consider six vectors parallel to Hy:

V2, Hy> U3, Hy» U4, Hy» Us, Hy> V6, Hy > U7,Hy-

They apply (5-1) to find N H,» @ normal vector for Hy. They divide this vector by
its last component to find 71 y,. The participants define 133 as a row vector with the
components of Pp, and apply (5-2) to find the equation for Hy (9-1). Finally, they
solve this for its x;-intercept, revealing the secret d = 331.

10. Eliminating a potential problem

If two points were assigned on a hyperplane such that they are collinear with the
x1-intercept when k£ > 2, it would be possible for the security of the scheme to
be compromised. A line through these points, intersecting the x;-intercept, would
reveal the secret preemptively. However, it can be proven algebraically that this
is impossible using the method presented (4-8) for point assignment when k > 3.
For the case k = 3, the dealer can make sure that this does not happen by a careful
assignment of shares.

Case 1: Assume that k = 3. Note that for p; € Z, we have (d/dt)tP = p;tPi~".
Without loss of generality we assume p> > p; and that the dealer chooses these
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values so that p;(b/ay) is not divisible by ¢. Define three points as follows:
A=, put" b —ayt? —aypit?h,
B =", pyt” ' b—ajt” —aypat™Y),
C=(b/a;,0,0).

Assume A, B, C are distinct, collinear points. Then C_)A = uCTé for some u € R\ {0}.

Let:

D P —b/ay =u(@P> —b/ay).

(D) pye? =t =upyr~t,

I b —atPr — azplt”'_l =ulb—at?* — angtm_]).

From (I) and (II) and assuming ¢ # 0,

u(t? = b/ay)(pat™ e = " = b/a)(par™ "t = (17 = bjay) (prt” ",

which gives

("' —b/ar)(pat™) = (" —b/ar)(p1t"),

implying
pat " tP —(b/ay) pat? = pie? P2 — (b/ar) pit”".

Add (b/ay) potP> — p1tP11P2 to both sides and factor out the common factors:

tP P2 (py — py) = (b/ar) (pat?> — pit™).

Canceling out ##! from both sides we get

172 (p2 — p1) — (b/a)) pat?* """ = —(b/a1) p1.
This is a contradiction because the left-hand side is divisible by ¢, whereas the
right-hand side is not.
Case 2: Assume that k > 3. Then p; > 2 implies
d 1 d2 ; i—2
E;P =pit"", ﬁfp = pi(pi — D"~
Define three points as follows such that p; # p, and each x; € R:

_ _ d
A= (tp‘,Pll‘p‘ Lpipr =DM b — <altp1 +--'+ak—1dtk2tpl))’

d
B = <Zp2, pllm_l, pz(pz— 1)lp2_2, ceey b— (Llllpz + - '+ak_1dtk_zlp2)),

C=(x1,0,0,x4,...,xk).
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Assume A, B, C are distinct, collinear points. Note that the x;-intercept is a point
of the form C. Consider points on the line through A and B. For some up € R,
since its second and third components are zero, point C implies

pit? 4 (patP ™ — pitP N =0,
p1(p1 — D24 (pa(pa — D772 — pi(pr — DitP " Hug =0,

from which we get

ug(pat” 1= p1t" N (pa(pr—1D)t7 2= pi(p1— Dt 7?)
=—pit" " (pa(pr— Dt 2 —py(p1— D" 7?)

=—p1(p1— D" 2 (patP = pytP1 T,
Thus,

P (pa(pa— Dt 2= pr(pr1— D)t 72 = (p1— DeP 2 (ppt P —preh
= p2a(p2= D" P py(pr =D 7 = (pr =D (pat P py? )

= pa(pr—DtPTPE oy (p1 =D = py(pr— DeP TP —py(py = D3
= p2(p2—1) = p2(p1—1)
= pP1=p2.

This is a contradiction, since p; # ps.

11. Conclusion

Secret-sharing schemes are great examples of how elementary mathematical ideas
can be used to construct systems that can have profound application areas. Since
their first appearance, they have been studied extensively from many directions, with
the two main goals being constructing new schemes and finding application areas for
the existing ones. In this paper we were able to use elementary mathematical ideas
from an undergraduate curriculum to construct generalized secret-sharing schemes
including the multilevel hierarchical ones. Our approach and the tools we have
used are accessible to students and readers with limited technical background and
they differ from the more complex approaches that have been used in the literature.

A detailed security cryptanalysis of the scheme can be done as part of a future
research project. Due to the similarity of the tools used, we expect the security of
the scheme to be similar to Shamir’s scheme. Several attacks are possible, especially
when the secret is chosen to be a small number. We propose a few countermeasures
to the attacks. The first one is an obvious one, that is, choosing a large number
and making the scheme more complex (with a complex hierarchy and distribution
of shares if possible). Our second approach is inspired by code-based schemes.
Instead of letting the secret be a single number, we could let S = (Sy, S2, ..., Sy)
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be the secret; i.e., the secret is an ordered n-tuple of subsecrets, where for each
subsecret we apply the scheme to define shares. While this would increase the
computational complexity of the scheme, it will be much more secure because
to find the secret, every coordinate has to be found correctly. The probability of
a successful attack will approach zero by increasing n. A possible direction for
future research is to find practical areas in cryptography and information security
in which our schemes can be implemented together with a detailed security and
computational analysis.
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